
Antivirus, Antispam, Content Policy Management

ADVASCAN SERVICE delivers total email security

Figure 1 – ADVASCAN SERVICE scanning engine

ADVASCAN SERVICE Security Technology Leads the World
Developed by our world-leading Internet and security
technology developers at the our research centre,
ADVASCAN SERVICE represents the most comprehensive and
effective solution to the threat from junk mail (spam), email
viruses, worm outbreaks and other malicious code carried in
email traffic. ADVASCAN SERVICE is suitable for use by
large corporates, ISPs, and also small businesses.

ADVASCAN SERVICE Business Benefits
 Fully outsourced, managed service

 NO CAPITAL OUTLAY

 Immediate, demonstrable and significant Return on
Investment

 Simple and quick to implement

 Single inexpensive integrated solution for Email Integrity –
antivirus, antispam and content policy management

 Stop lost productivity dealing with spam

 Free up Internet bandwidth and network resources
occupied by spam

 Protection against new viruses before identification and
signature release

 Sophisticated management reports and statistics

 Frees up in-house IT resources

Key reasons to trust your email
security to ADVASCAN SERVICE
 Operates at the Internet level –

intercepted spam and viruses
never reach your network

 can be applied to any email
domain – it does not matter
which ISP you use

 Self-learning filter traps  99% of
spam or more

 Anti-porn setting guarantees NO
pornograph spam images

 Unique Spam-Checktm system
guarantees good emails always
get through

 Continuous automatic updates
for known virus signatures

 ASSESSORTM heuristic analysis
traps new viruses and worms

 Configuration and Quarantine
management through web-
based front end

 Effective in multiple languages
including Chinese and other
Asian

 Enhanced Statistics and
Reporting by Web browser

 Negligible impact on speed of
company email

 24 hour Technical Centre
supervision and response to virus
alerts

 Optional ‘On-Site’ deployment at
your premises – ask for detail

ADVASCAN SERVICE is a product of
Secmatica Ltd
www.advascan.com
London, St. Petersburg, Bangkok,
Kuala Lumpur
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Figure 2 - Where ADVASCAN SERVICE fits in the network

Overview of ADVASCAN SERVICEFeatures
Antispam Engine

Number of techniques 15
Effectiveness typical 99%

Accuracy (False Positives) 0.0001%

ADVASCAN SERVICE uses a blend of leading antispam
techniques to deliver highly effective and accurate spam blocking.

"NO PORN IMAGE" GUARANTEE  UNIQUE FEATURE of ADVASCAN SERVICE

Email Delivery Assurance
Whitelist & Blacklist  Users can accept or block emails from any address

Spam Quarantine  An online quarantine means no local junk mail folders
User Notifications  Individual users get daily notification of spam caught

Per-User Email Forward / Relay / Reject  Emails can be forwarded to any address

Challenge Response Messaging 
‘Spam-Checktm’ system guarantees delivery of messages
from any live sender (not spammers) - UNIQUE FEATURE

Personal Management Interface  Optional user control facility activated by IT administrator
Antivirus Engine

Number of A/V Engines Min 2 A chain of antivirus engines delivers world-class protection
Heuristic A/V Technology  Heuristic technology can prevent new virus outbreaks

Dynamic Outbreak Management  A key part of the antivirus managed service
System Features

Class-of-Service Management 
System can have different configurations on a per-person or per-
group basis

Directory Harvest Attack Protection  protects from spammers harvesting email addresses
Service Provider Facilities

Profitable ISP multi-tier product offering 
allows any ISP to offer a range of services according
to customer needs

Reseller-Oriented Management Tools  The ISP can fully manage all customer configuration
Traffic Reports & Statistics  Traffic usage and spam & virus reports are easily

Internationalisation
Local Language Management Interface  Admin management interface in ANY language

Filter Language Independence  stops non-English spam
Content Policy Management

Content Filtering Rules  Block messages based on words or phrases
Attachment Blocking Rules  Block non-policy attachments and suspicious attachments

Separate Rules Inbound/Outbound  User can enforce policy on inbound AND outbound emails
Optional Domain or Per-User Precedence  Per-user settings can optionally over-ride master configuration
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